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WannaCry/WCRY Ransomware
What You Need to Know
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CYBER ATTACK TARGETS HOSPITAL

COMPUTER SYSTEMS ACROSS THE UK
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Worldwide Outbreak
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Massive WannaCry/Wcry Ransomware Attack Hits Various
Countries

uinerability L
Ninnti Abuses GitHub for C&C Communications

Posted on: May 12, 2017 at 1:33 pm  Posted in: Malware, Ransomware Author: Trend Micro
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year, two separate security risks were bro
light: CVE-2017-0144, a vulnerability in the SMB Server that
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New Linux Malware Exploits CGI Vulnerability

ulnerability

could allow remote code execution that wa
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Dropbox URLs embed
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192 Countries
300K Windows
machines
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13 May 2017

Alert Number

MC-000081-MW

WE NEED YOUR HELP!

Copyright 2017 Trend Micro Inc.

Indicators Associated With WannaCry Ransomware

This is a joint product with the Department of Homeland Security.

In furtherance of public-private partnerships, the FBI routinely advises private
industry of various cyber threat indicators observed during the course of our
investigations. This data is provided in order to help cyber security
professionals and system administrators guard against the persistent malicious
actions of cyber criminals.
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Shadow Brokers Leaks Hacking Tools: What it
Means for Enterprises

April 18,2017

leaked by hacking g

these were report

Microsoft Patch
March 14, 2017

Timeline

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
rypted. Maybe you are busy looking for a way to
ime. Nobody can

our decryption service.

Can I Recover My Files?
5152017 23:37:34

Sure. We g and easily. But you have
not so enough time.
Time Left Ve

. Try now by
But if you want to decrypt all your files, you need to pay.
[You only have 3 day be doubled.
lso, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have r that they couldn't pay i

Your files will be lost on

How Do 1 Pay?
snanott 233734 5 &

Bit

Please check the current price of Bitcoin and buy some bitcoins. For more information,

e ctick <How to buy bitcoins>.

-11:00am

WannaCry/WCRY 1.0
April 14, 2017

Contact Us

Shadow Brokers
Leak Tools
April 14, 2017

MS17-010

i Home 3 o

loT Security  Intelligence S

Microsoft Windows SMB Remote Code Execution Vulnerability
(CVE-2017-0144)

Publish date: Ma

h 15,2017

© Severity: CRITICAL

@ CUE Identifier: ©
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WannaCry/WCRY 2.0
May 12, 2017

* Wanna Decryptor 1.0

Ooops, your files have been encrypted!

How Do | Pay?

Payment is accepted in Bitcoin onty. For more information, click <About
bitcoin>

Please check the current price of Bitcoin and buy some bitcoins. For more
information, chck <How to buy bitcains>

And send the correct amount to the address specified in this window.

Payment will be raised on

41712017 05:02:26

After your payment, please wait up to 2 hours and click <Check Payment>
Once the payment is checked, you can start decrypting your files immediately.

Time Left

Contact

Your files will be lost on If you need our assistance, send a message by ciicking <Contact Us>

42172017 05:02:26

[We strongly recommend you to not ref
for a while, untd you pay and the paymert get
lupdated and removes this re automatic
fles even if you pay

ACCEPTED HERE

. and disable
I your anti-v
. it will not be able to recover your

our ant-vi

Time Left

Send $400 worth of bitcoin to this address:

Check Payment

Decrypt
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Ransomware Infection Popup

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

yment w
Payment will be raised on B C.n [ Recover My Files?
SHS2017 23:37:34 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, vou won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PRE D M dasi e A

SM92017 23:37:34

lime Left

Contact Us
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Demands payment in
Bitcoin or files will be
deleted

Ransom notes observed
in 27 languages

Encrypts shared and local
files (176 file types)

O



Infection Chain

File delivered via
exploit running
as a service

Arrive via exploit

= __I—)

e
21N
MS17-010
via Isass.exe :
~ N~

D

Queries domain used
as kill switch

mssecsvc.exe

Spread to other devices

8 Copyright 2017 Trend Micro Inc.

|

Drop ransomware
file which performs
encryption

N)

Drop component
files for creating
ransom note

(0] [

tasksche.exe
(encryptor)

Y
4

@WanaDecryptor@.exe
D

Encrypt local
and shared files
(targets 176 file
extensions)

v

.wnry config file

G

.WNCRY
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Exploit Used

9

WIKIPEDIA

The Free Encyclopedia

EternalBlue

From Wikipedia, the free encyclopedia

EternalBlue, sometimes stylized as ETERNALBLUE, ' is an exploit which some believe to
have been developed by the U.S. National Security Agency (NSA). It was released by the
Shadow Brokers hacker group on April 14, 2017.[2113B1[4][5]

MS17-010, Port 445, SMBv1

Copyright 2016 Trend Micro Inc. ’J
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10

March 14,2017

B® Microsoft | TechNet
Security TechCenter

Home Security Updates Tools

Search TechNet with Bing

Learn Library Support

Security Advisories and Bulletins > Security Bulletins > 2017 ~

e <

M517-013

MS17-012

M517-011

M517-010

M517-009

M517-008

M517-007

MS17-006

MS17-005

M517-004

Copyright 2016 Trend Micro Inc.

Microsoft Security Bulletin MS17-010 - Critical

Security Update for Microsoft Windows SMB Server (4013389)

Published: March 14, 2017

Version: 1.0
: On this page
Executive Summary A A Pag
This security update resolves vulnerabilities in Microsoft Windows. The most severe of the R SR
vulnerabilities could allow remote code execution if an attacker sends specially crafted messages Affected Software and
to a Microsoft Server Message Block 1.0 (SMBv1) server. Vulnerability Severity Ratings
This security update is rated Critical for all supported releases of Microsoft Windows. For more Vulnerability Information

information, see the Affected Software and Vulnerability Severity Ratings section.
ty ty 9 Security Update Deployment

The security update addresses the vulnerabilities by correcting how SMEBv1 handles specially Acknowledgments
crafted requests.

Disclaimer
For more information about the vulnerabilities, see the Vulnerability Information section.

Revisions
For more information about this update, see Microsoft Knowledge Base Article 4013389,

United States (English)  Sign in

Jo

2, Print

< Share

IN THIS ARTICLE

| Executive Summary

Affected Software and
Vulnerability Severity
Ratings

Vulnerability
Information

Security Update
Deployment

Acknowledgments
Disclaimer

Revisions




Propagation via SMB v1

LAN Port 445 Scanning

LT
System N

e G
System 2

Tmc
System 1

Scans the local area network (LAN) via port 445 and

enumerates computers with open and vulnerable port 445

Internet Port 445 Scanning

msSsecsvc.exe

2

@ m M

172.10.1.B 154.10.1.C
Queries domain used
as kill switch

Tmo
190.10.1.N

Scans the internet via port 445 for random

IP addresses with open and vulnerable port 445

11 Copyright 2017 Trend Micro Inc.

System 2

............................... >

mssecsvc.exe

172.10.1.8

v

LA
mssecsvc.exe

The vulnerable computer gets
the exploit shellcode and then
gets a copy of mssecsvc.exe.

The file then drops and
executes tasksche.exe, which
encrypts the files.

If a computer connected to
the internet has an open and
vulnerable port 445, it gets the

exploit shellcode through the
SMB vulnerability and that
computer is infected.
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User interaction is not necessary for the
malware to propagate



*Exposed devices
*External devices
*Devices that re-enter the
network
*Devices connected by VPN



" SHODAN port:445 os:windows 'SMB version: 1'

*% Exploits *% Maps ® Share Search
TOP OPERATING SYSTEMS
TOTAL RESULTS

287,925 Windows Server 2008 R2 E... 54,461

Windows Server 2012 R2 S... 47,686
TOP COUNTRIES

Windows Server 2008 R2 S... 32,065
Windows 6.1 16,723
Windows Server 2012 R2 D... 15,235

United States 113,781
Russian Federation 19,089
Taiwan, Province of China 17,007
Japan 15,917
E ’J TR
Germany 13,096 L
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WANNACRY Kill Switch

v4 = InternetOpenA(®, 1u, B, @, 0);

u5 = InternetOpenUrlA({uv4, &szUrl, 8, 0, 0x84000000, 0);// ; "http://www.iugerfsodp9ifjaposdfjhgosuri™. ..
if ( vs )

{

InternetCloseHandle(u4);
InternetCloseHandle(us);
result = 8;

}

else

{
InternetCloseHandle({u4);
InternetCloseHandle(0);
sub_408090()
result = 0;

}

return result;
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Sleep Mode

Connects via Ransomware
open/unpatched receives
TCP port 445 0 socket error @
(N > >
o m
WannaCry Machine in WannaCry skips the
ransomware sleep mode machine and moves

to the next IP

16 Copyright 2017 Trend Micro Inc. ”
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Sleep Mode

iy ©)

Ix

If affected machine’s
LAN was enumerated
but in sleep mode,
WannaCry skips it

WannaCry queries
domain used
c as kill switch

T

User wakes
machine
from sleep mode

17 Copyright 2017 Trend Micro Inc.

» |

No infection when
machine wakes

' G

m

If affected machine
is restarted, LAN scanning
is triggered again

L, [

T

WannaCry exits and
skips propagation
and encryption routines

» | B

"m

User wakes up
non-infected machine within
infected network

T

Mo infection
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Minimize Risk of Threats



Recommended Critical Actions - General

v' Backup.

v' Patch Immediately - all Windows-based machines (servers and
workstations) should be updated to protect against MS17-010

v’ Disable SMBv1 on non-essential servers and systems

v Ensure all security solutions have updated patterns/signatures and
optimal configuration settings

v Deploy firewalls and intrusion prevention systems (IPS) where practical

AN

Check integrity of critical data periodic backups

AN

Remind end users to be diligent and promptly report any suspicious
activity to your internal InfoSec team

19 Copyright 2016 Trend Micro Inc. 0’ IBEEE_



Multiple Layers of Defense

High-Fidelity
Machine Learning

Sandbox
Analysis

Exploit
Prevention Investigation &

Forensics (EDR)

Ransomware
Protection

Behavioral
Analysis
Whitelisting

Check Application

Data Loss Control

Census

Variant ~ Check

Anti- Anti- Protection

spyware Data

25+ years of
) Encryption . .
File innovation

Personal Eirewall Host-based ~ Reputation
IPS

. . TREND
20 Copyright 2017 Trend Micro Inc. @ MICRO
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WCRY Infection / Detection

SMB v1 File Sharing Protocol

WCRY

Network:
TippingPoint IPS
Deep Discovery

vul ZI\I,IB Install Encrypt Spread
uinerability Ransomware Data Files Again
1
\ | I
| i s

Virtual Patching:
Deep Security

Vulnerability Protection

Pre-execution: Run-time:
OfficeScan OfficeScan
Worry-Free Services Worry-Free

Application Control Deep Security
Deep Security



¢ Reno. | Deep Security

demorocks ~ | jpcastro ~ @) Help | Q Support ! ~ | I

Dashboard  Actions  Alerts  Events & Reports ~ Computers  Policies  Administration

"3 Policies

v

edii

i

L
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@ Common Objects

Rules

) Firewall Rules

& Intrusion Prevention Rules

Integrity Monitoring Rules

@) Log Inspection Rules
Application Control Rulesets

Lists

Other

&% Contexts

e Firewall Stateful Configuratic

€1 Malware Scan Confiauration

Copyright 2016 Trend Micro Inc.

IPS Rules Al ¥  ByApplication Type ¥

Q

W New ~ T Delete... Properties... | B Duplicate B Export ~ Application Types...  ER

¥ NAME

v DCERPC Services (6)
& 1008327 - Identified Server Suspicious SMB Session

€ 1008306 - Microsoft Windows SMB Remote Code Execution Vulnerability (MS17-010)

€ 1008227 - Microsoft Windows SMB Remote Code Execution Vulnerability (CVE-2017-01...
€ 1008228 - Microsoft Windows SMB Remote Code Execution Vulnerability (CVE-2017-01...
€ 1008225 - Microsoft Windows SMB Remote Code Execution Vulnerability (CVE-2017-01...

€ 1008224 - Microsoft Windows SMB Remote Code Execution Vulnerabilities (CVE-2017-0...

v DCERPC Services - Client (1)

€ 1008328 - Identified Client Suspicious SMB Session

PRIORI...

2 - Normal

2 - Normal

2 - Normal

2 - Normal

2 - Normal

2 - Normal

2 - Normal

SEVERI...

® Critical
® Critical
® Critical
® Critical
® Critical

® Critical

® Critical

@) TREND



« Trend Micro Deep Security and Vulnerability Protection (formerly the IDF plug-in for OfficeScan) customers with
the latest rules have an updated layer of protection for multiple Windows operating systems, including some that
have reached end-of-support (XP, 2000, 2003). Specifically, Trend Micro released the following rule for proactive
protection:

o IPS Rules 1008224, 1008228, 1008225, 1008227 - Includes coverage for MS17-010 and some specific
protection against Windows SMB remote code execution vulnerabilities

« Trend Micro Deep Discovery Inspector customers with the latest rules also have an additional layer of protection
against the vulnerabilities associated with the exploit. Specifically, Trend Micro has released the following official
rule for proactive protection:

o DDI Rule 2383: CVE-2017-0144 - Remote Code Execution - SMB (Request)

« Trend Micro TippingPoint customers with the following filters have updated protection:

o Filters 5614, 27433, 27711, 27935, 27928 - Includes coverage for MS17-010 and some specific protection
against Windows SMB remote code execution vulnerabilities and attacks

o ThreatDV Filter 30623 - helps to mitigate outbound C2 communication

o Policy Filter 11403 - provides additional protection against suspicious SMB fragmentation



Does this mean...
If | update my systems
with MS17-010...

We are protected?



Yes, | would be protected...

e Against this version of attack
e Of the auto propagation method

e Future attacks that exploit this vulnerability

\
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Not protected from...

e New attacks that utilize
vulnerabilities published from

ShadowBrokers

\

)

e New attacks that utilize new
vulnerabilities

1 i i .
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr



Additional Reference Links

« Trend Micro Simply Security Blog: WannaCry & The Reality of
Patching

« Trend Micro SimplySecurity Blog: WannaCry and the Executive
Order

* Virus Encyclopedia: Ransom_Wana.A
* Virus Encyclopedia: Ransom_WCRY.|

« Defense Strategies Blog: Defending against WannaCry/Wcry
Ransomware

« Support Article: Latest Trend Micro Protection Against Shadow
Brokers Tools (including "Eternalblue")

. . TREND
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http://blog.trendmicro.com/wannacry-reality-of-patching/
http://blog.trendmicro.com/wannacry-reality-of-patching/
http://blog.trendmicro.com/wannacry-executive-order/
http://blog.trendmicro.com/wannacry-executive-order/
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Ransom_Wana.A
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/RANSOM_WCRY.I
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/wannacry-wcry-ransomware-how-to-defend-against-it
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/wannacry-wcry-ransomware-how-to-defend-against-it
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https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/wannacry-wcry-ransomware-how-to-defend-against-it
https://success.trendmicro.com/solution/1117192
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