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 Worldwide Outbreak 

192 Countries 
300K Windows 

machines 
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Shadow Brokers 

Leak Tools 

April 14, 2017 

 Timeline 

WannaCry/WCRY 1.0 
April 14, 2017 

Timeline 

MS17-010 

Microsoft Patch 

March 14, 2017 

WannaCry/WCRY 2.0 
May 12, 2017 



Copyright 2015 Trend Micro Inc. 7 Copyright 2017 Trend Micro Inc. 7 

 Ransomware Infection Popup 

 

• Demands payment in 

Bitcoin or files will be 

deleted 

• Ransom notes observed 

in 27 languages 

• Encrypts shared and local 
files (176 file types) 
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   Infection Chain 
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 Exploit Used 

MS17-010, Port 445, SMBv1 
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March 14,2017 
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   Propagation via SMB v1 
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User interaction is not necessary for the 
malware to propagate 
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*Exposed devices  
*External devices 

*Devices that re-enter the 
network 

*Devices connected by VPN 
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 WANNACRY Kill Switch 
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   Sleep Mode 
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   Sleep Mode 



Minimize Risk of Threats 
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 Recommended Critical Actions - General 
 Backup. 

 Patch Immediately - all Windows-based machines (servers and 

workstations) should be updated to protect against MS17-010 

 Disable SMBv1 on non-essential servers and systems 

 Ensure all security solutions have updated patterns/signatures and 
optimal configuration settings 

 Deploy firewalls and intrusion prevention systems (IPS) where practical 

 Check integrity of critical data periodic backups 

 Remind end users to be diligent and promptly report any suspicious 
activity to your internal InfoSec team 
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 Multiple Layers of Defense 

Anti-
malware 

Personal Firewall 

Anti-
spyware 

High-Fidelity 
Machine Learning 

Sandbox 
Analysis 

Application 
Control 

Exploit 
Prevention 

Census 
Check 

Data 
Encryption 

Data Loss 
Prevention 

Behavioral 
Analysis 

File 
Reputation 

Web 
Reputation 

Host-based 
IPS 

25+ years of 
innovation 

Investigation & 
Forensics (EDR) 

Variant 
Protection 

Whitelisting 
Check 

Ransomware 
Protection 



SMB v1 File Sharing Protocol 

WCRY Infection / Detection 

Install 
Ransomware 

Encrypt 
Data Files 

SMB  
Vulnerability 

WCRY 

Spread 
Again 

Network: 
TippingPoint IPS 
Deep Discovery 

Virtual Patching: 
Deep Security 
Vulnerability Protection 

Pre-execution: 
OfficeScan 
Worry-Free Services 
Application Control 
Deep Security 

Run-time: 
OfficeScan 
Worry-Free 
Deep Security 
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Does this mean…  
If I update my systems 

with MS17-010… 
We are protected? 
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Yes, I would be protected… 

• Against this version of attack  

• Of the auto propagation method  

• Future attacks that exploit this vulnerability 
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Not protected from… 

• New attacks that utilize 
vulnerabilities published from  
ShadowBrokers  

• New attacks that utilize new 
vulnerabilities 
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 Additional Reference Links 

• Trend Micro Simply Security Blog: WannaCry & The Reality of 

Patching 

• Trend Micro SimplySecurity Blog: WannaCry and the Executive 

Order 

• Virus Encyclopedia: Ransom_Wana.A 

• Virus Encyclopedia: Ransom_WCRY.I 

• Defense Strategies Blog: Defending against WannaCry/Wcry 

Ransomware 

• Support Article: Latest Trend Micro Protection Against Shadow 

Brokers Tools (including "Eternalblue") 

http://blog.trendmicro.com/wannacry-reality-of-patching/
http://blog.trendmicro.com/wannacry-reality-of-patching/
http://blog.trendmicro.com/wannacry-executive-order/
http://blog.trendmicro.com/wannacry-executive-order/
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/Ransom_Wana.A
https://www.trendmicro.com/vinfo/us/threat-encyclopedia/malware/RANSOM_WCRY.I
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/wannacry-wcry-ransomware-how-to-defend-against-it
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/wannacry-wcry-ransomware-how-to-defend-against-it
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/wannacry-wcry-ransomware-how-to-defend-against-it
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/wannacry-wcry-ransomware-how-to-defend-against-it
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/wannacry-wcry-ransomware-how-to-defend-against-it
https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/wannacry-wcry-ransomware-how-to-defend-against-it
https://success.trendmicro.com/solution/1117192
https://success.trendmicro.com/solution/1117192

